HOLLI NGS STATEMENT -- | NTERNET PRI VACY HEARI NG ON JULY 11,
2001.

VELL — TO QUOTE FORMER PRESI DENT REAGAN — HERE WE GO
AGAIN. TODAY THE COMVERCE COW TTEE W LL HOLD I TS FI RST
HEARI NG ON | NTERNET PRI VACY. | T IS PAST TI ME FOR ACTI ON ON
THI'S | SSUE, AND | | NTEND TO | NTRODUCE AND REPORT LEG SLATI ON
TO THE FULL SENATE BEFORE THE END OF THI S SESSI ON.

LAST YEAR, AFTER FI VE YEARS OF DI LI GENT STUDY, THE
FEDERAL TRADE COWM SSI ON RECOMVENDED THAT CONGRESS PASS
| NTERNET PRI VACY LEG SLATI ON THAT REFLECTS THE TI ME- HONORED
FAI R | NFORMVATI ON PRACTI CES OF NOTI CE, CONSENT, ACCESS, AND
SECURI TY. TH S RECOMVENDATI ON WAS PARTI CULARLY CREDI BLE I N
LIGHT OF THE FTC S RECORD OF EXTENSI VE ANALYSI S ON THI S | SSUE
AND | TS TWO PRI OR RECOMVENDATI ONS TO ALLOW SELF- REGULATI ON A
CHANCE TO WORK. VWHERE DI D SELF- REGULATI ON GET US? NOWHERE.
AS BUSI NESS WEEK STATED LAST YEAR, “SELF REGULATION IS A
SHAM ”

ACCORDI NG TO FORMER FTC CHAI RMAN ROBERT PI TOFSKY, “SOVE
SI TES BURY YOUR RIGHTS IN A LONG PAGE OF LEGAL JARGON SO I TS
HARD TO FI ND THEM AND HARD TO UNDERSTAND THEM ONCE YOU FI ND
THEM  SELF- REGULATI ON THAT CREATES OPT- OUT RI GHTS THAT CANNOT
BE FOUND OR UNDERSTOOD | S NOT REALLY AN ACCEPTABLE FORM OF
CONSUMER PROTECTI ON. " LOOK NO FURTHER THAN YOUR MAI LBOX TO
SEE THAT THI S I S THE CASE.

PURSUANT TO THE GRAMM LEACH- BLI LEY FI NANCI AL PRI VACY
RULES, AMERI CANS HAVE BEEN RECEI VI NG LI TERALLY BI LLI ONS OF
NOTI CES I N THE MAI L ALERTI NG THEM THAT THEY CAN OPT- OUT OF THE
SHARI NG OF THEI R PERSONAL FI NANCI AL | NFORVATI ON BY FI NANCI AL



I NSTI TUTI ONS W TH THI RD PARTI ES. THESE NOTI CES MAKE A MOCKERY
OF THE CLAI M THAT NOTI CE AND OPT- OUT PROVI DES SUFFI Cl ENT
PROTECTI ON.

LET ME QUOTE FROM THE COVER LETTER ACCOVPANYI NG ONE OF THESE
NOTI CES -

“WE RECOGNI ZE THAT PRI VACY |'S A VERY SENSI TI VE AND

| MPORTANT MATTER . . . [AND] ADHERE TO STRI CT STANDARDS
OF SECURI TY, CONFI DENTI ALITY, AND PRI VACY W TH REGARD TO
CONSUMER | NFORVATION . . . | F YOU ARE COWORTABLE W TH

[ OUR] HANDLI NG OF | NFORMATI ON VE COLLECT, YOU DO NOT NEED
TO TAKE ANY ACTION AT THIS TI ME.”

THAT SOUNDS PRETTY GOOD, YOUR | NFORMATI ON APPEARS TO BE SAFE
AND PRI VATE. BUT THE ATTACHED NOTI CE | NFORMS YOU THAT THE
COVPANY

“RESERVES THE RI GHT TO SHARE ALL | NFORMATI ON WE COLLECT .
[ 1 NCLUDI NG W TH] FI NANCI AL SERVI CE PROVI DERS,

MORT GAGE- BANKERS- BROKERS, SECURI TI ES BROKER DEALERS,

| NDI RECT LOAN ORI G NATORS, CORRESPONDENT LENDERS,

TRANSACTI ON PROCESSORS, | NSURANCE AGENT/ COVPANI ES,

RETAI LERS, OTHERS, SUCH AS NON- PROFI T ORGANI ZATI ONS.”

TAKEN TOGETHER, THE COVER LETTER AND THE ATTACHED NOTI CE ARE
I N DI RECT CONFLI CT AND ARE DECEPTIVE. QUITE CLEARLY, THIS IS
CONCRETE EVI DENCE OF WHY OPT-OUT DOESN' T WORK.  AND, IF IT
WON' T WORK WHEN THEY MAI L YOU THE NOTI CE, | T CERTAI NLY WON' T
WORK ON THE | NTERNET WHEN THE NOTI CE |I'S BURI ED BEHI ND A LI NK
AT THE BOTTOM OF A WEB PAGE.



CLEARLY WE NEED LEG SLATI ON THAT REQUI RES NOTI CE,
AFFI RMATI VE CONSENT, REASONABLE ACCESS, AND REASONABLE
SECURI TY TO PROTECT | NDI VI DUALS ONLI NE. SUCH AN APPROACH
WOULD NOT REPRESENT, AS | NDUSTRY CONTENDS, A DANGEROUS AND
UNPRECEDENTED REGULATI ON OF THE | NTERNET, BUT RATHER, A
LOG CAL EXTENSI ON OF EXI STI NG PRI VACY LAWS TO THI S NEW MEDI UM
CONGRESS HAS ENACTED NUMEROUS STATUTES TO PROTECT THE PRI VACY
OF TELEPHONE CUSTOMERS, CABLE SUBSCRI BERS, VI DEO RENTERS, AND
CREDI T CARD CUSTOMERS. THE | NTERNET SHOULD BE NO DI FFERENT.

POLL AFTER POLL | NDI CATES THAT THE PUBLI C WANTS THI S
LEVEL OF PROTECTI ON. ADVANCES | N TECHNOLOGY HAVE PROVI DED
| NFORMATI ON GATHERERS THE TOOLS TO SEAMLESSLY COWPI LE AND
ENHANCE HI GHLY DETAI LED PERSONAL PROFI LES AND HI STORI ES.
MOREOVER, NEWS REPORTS REGULARLY | NFORM US OF PRI VACY BREACHES
OF SENSI TI VE | NFORMATI ON ON THE | NTERNET.

LAST WEEK, WE LEARNED THAT ELI LILLY | NADVERTENTLY
DI SCLOSED A LI ST OF HUNDREDS OF CUSTOMERS SUFFERI NG FROM
DEPRESS| ON, BULI M A, AND OBSESSI VE COMPULSI VE DI SORDER.  ELI
LILLY" S RESPONSE? AN APOLOGY, AND A PROM SE I'T WON' T HAPPEN
AGAIN. A YEAR AGO, THE NEW YORK Tl MES REPORTED THAT 19 OF THE
TOP 21 HEALTH SI TES ON THE | NTERNET HAD PRI VACY POLI CI ES BUT
“FAILED TO LIVE UP TO PROM SES NOT TO SHARE | NFORMATI ON W TH
THI RD PARTI ES. ”

OBVI QUSLY, FEARS ABOUT PRI VACY ARE PREVENTI NG THE
| NTERNET FROM REACHI NG | TS FULL POTENTI AL. SOME STUDI ES
| NDI CATE THAT AS MANY AS 20 PERCENT OF ALL | NTERNET USERS G VE
FALSE | NFORMATI ON ONLI NE TO PROTECT THEI R PRI VACY. BUT THERE
'S A SOLUTI ON — PRI VACY PROTECTI ON. ENACTI NG PRI VACY
LEG SLATI ON W LL ENHANCE CONSUMER CONFI DENCE | N THE MEDI UM AND
BOOST E- COMERCE. FORRESTER RESEARCH ESTI MATES THAT AS MJCH



AS $12 BILLION I N ONLI NE SALES ARE LOST ANNUALLY DUE TO
CONCERNS OVER PRI VACY. WE CAN CHANGE THAT.

AS FOR | NDUSTRY CLAIMS THAT OPT-I N KILLS THE | NTERNET,
THEY ARE JUST WHI STLI NG DI XI E. FOR EXAMPLE, A RECENT ARTHUR
ANDERSON SURVEY REPORTED THAT 74 PERCENT OF PEOPLE W LL BE
HAPPY TO OPT-I N TO SHARE THEI R PERSONAL MARKETI NG | NFORMATI ON,
| F THEY BELI EVE THEY W LL RECEI VE SOVETHI NG | N RETURN.

SOVE FORWARD THI NKI NG COVPANI ES ALREADY KNOW THI'S. THE
NEW YORK TI MES, M CROSOFT, | NTEL, HEWLETT PACKARD, EXPEDI A,
ALTA VI STA, AND EARTHLI NK ALL PROVI DE OPT-1 N PROTECTI ON,
REASONABLE ACCESS TO PERSONAL | NFORMATI ON THAT HAS BEEN
COLLECTED, AND REASONABLE SECURI TY FOR THAT | NFORMATI ON.
MOREOVER, | NOTE THAT SOVE OF THESE COWMPANI ES, M CROSOFT,
| NTEL, HEWLETT PACKARD, AND ONE OF THE LARGEST DATA COLLECTI ON
COVPANI ES — AXCI OM — HAVE ALL SIGNED ON TO THE EU SAFEHARBOR,
VWHI CH REQUI RES NOTI CE, OPT-IN FOR SENSI TI VE | NFORMATI ON,
ACCESS AND SECURI TY.

| F THEY CAN DO I'T, WE CAN LEG SLATE I T — BY ESTABLI SHI NG
FEDERAL STANDARDS THAT CODI FY THESE “BEST PRACTI CES.” AND, |F
WE COUPLE THAT PRI VACY PROTECTI ON W TH PREEMPTI ON, WHICH | AM
ALWAYS CAUTI OUS ABOUT. CONGRESS CAN FOSTER BUSI NESS CERTAI NTY
AND CONSUMER CONFI DENCE AND ALLOW THE | NTERNET TO FLOURI SH.

| WANT TO PUT TO REST FEARS THAT SOMVEHOW LEG SLATI ON W LL
SHACKLE THE | NTERNET. THE EXPERTS KNOW THAT IS NOT TRUE.
JOHN CHAMBERS OF ClI SCO SYSTEMS PREDI CTS THAT BY 2010, A
QUARTER OF THE WORLD S GLOBAL COMMERCE W LL BE CONDUCTED ON
THE | NTERNET. AND FORRESTER RESEARCH GROUP PREDI CTS THAT OVER



$180 BILLION I N ONLI NE SALES WLL OCCUR BY 2004. NO
LEG SLATI ON COULD EVER STOP, STIFLE, OR THWART THI S | NEVI TABLE
PROGRESS.

| LOOK FORWARD TO WORKI NG W TH MY COLLEAGUES ON THI S
COMWM TTEE TO CRAFT LEG SLATION I N THI S AREA. LAST CONGRESS,
NEARLY A MAJORITY OF THE COWM TTEE COSPONSORED LEGH SLATI ON | N
THI'S AREA. THI' S YEAR LETS FI NI SH THE JOB.



